Software and Supply Chain Assurance Fall Forum 2018
26-27 September, 2018, MITRE-1, 7525 Colshire Drive, McLean, VA 22102

Wednesday
September 26, 2018

Thursday
September 27, 2018

Introduction and Updates from DHS, DOD, GSA
and NIST

Cyber Supply Chain Risk Management (C-SCRM)
is More Than Just Information Assurance (IA)
e  Bob Martin, MITRE

Evolving U.S. Government Policy on Supply Chain Risk
Management
e National Defense Authorization Act of 2018 and 2019;
Don Davidson, DoD, Angela Smith, GSA
e "Deliver Uncompromised"; William Stephens, DSS

GovCAR
e Peter Dinsmore, DHS

2 Cyber Supply Chain Risk Management Table Top Exercises
g DHS Cyber Supply Chain Risk Management — Readout and Lessons Learned
2 | Program - Introduction /Update on the Supply e ITTTX
Chain Task Force e Information Sharing
e Emile Monette, Department of Homeland Joyce Corell, Office of the Director of National
Security Intelligence
Update on 1S020243/0-TTPS Uptake
e  Andras Szakal, IBM
Break (10:30-11am) Break (11:15-11:45am)
Overview of the Department of Energy’s Office of
Cybersecurity, Energy Security, and Emergency Reliability Standard CIP-013-1 — Cyber Security Supply
Response (CESER) Chain Risk Management and Implementation Guidance
o Jeffrey Baumgartner, CESER, Department of e Howard Gugel, NERC
Energy
Federal Energy Regulatory Commission (FERC)
Order No. 829 and Reliability Standard CIP-013-1
— Cyber Security Supply Chain Risk
e Rhonda Dunfee, Division of Reliability
Standards and Security, FERC
Lunch (12:30-1:30pm) Lunch (12:30-1:30pm)
The Crossroads of IT Modernization and Recent Russian Activity Targeting Critical
Cybersecurity Infrastructure — Technical Alert
e Marc Jones, CISQ e David Zito, DHS
a A Fireside Chat with Edna Conway, Chief Security | Third Party Risk - Panel Discussion
C_; Officer, Global Value Chain, Cisco Systems, Inc. Facilitator: Don Davidson, DoD
2 e Greg Garcia, Healthcare and Public Health Sector
Coordinating Council
e Renee Forney, Capital One
e Matt McCabe, Marsh
e Edna Conway, Cisco Systems, Inc.
Break (3-3:30pm) Break (3-3:30pm)
NIST’s New Cyber Analytics Program and the Public Meeting on DHS Request for Information (RFI)
Cyber Incident Data and Analysis Repository “Cyber Supply Chain Risk Management” (RFI Number:
w | e HungTrinh, NIST RNCC-18-60068)
8 | ¢ Beatrix Boyens, AMC lic e  Description of information sought by DHS and how
E the Department intends to use it - Emile Monette,

DHS
e Questions and Answers (All participants)

Website:https://csrc.nist.gov/projects/supply-chain-risk-management/ssca

Registration: 1ink http://www.mitre.org/ssca



https://csrc.nist.gov/projects/supply-chain-risk-management/ssca
https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.mitre.org%2Fssca&data=02%7C01%7Cjon.boyens%40nist.gov%7C39922157d6ed45e1ccc408d5e8e7fede%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C1%7C636671005461011805&sdata=k%2FJ2l%2B1%2BzNAEeu6%2FJx0TtGqVXjo8wOIJdGuzHgbAccQ%3D&reserved=0
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedAM1.1-C-SCRM%20is%20More%20Than%20IA%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedAM1.1-C-SCRM%20is%20More%20Than%20IA%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedAM1.2-NPPD%20Cyber%20Supply%20Chain%20Risk%20Management%20Program%20Update%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedAM1.2-NPPD%20Cyber%20Supply%20Chain%20Risk%20Management%20Program%20Update%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedAM1.3-SSCA%20OTTF%20Update%2009-25-18%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/ThuAM1.2-DU%20Briefing%20SSCA%20Forum%20508.pdf
http://www.ferc.gov/whats-new/comm-meet/2016/072116/E-8.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedPM1.1-CISQ%20Deck_SSCA%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedPM1.1-CISQ%20Deck_SSCA%20508.pdf
https://www.us-cert.gov/ncas/alerts/TA18-074A
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/ThuPM1.1-Fall%202018%20Third%20party%20risk%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedPM2.1-NIST-NIPPD%20CIDAR%20v3%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedPM2.1-NIST-NIPPD%20CIDAR%20v3%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/WedPM2.2-STARCAR%20SCRM%20FINAL%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/ThuPM2-C-SCRM%20RFI%20Meeting%20SSCA%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/ThuPM2-C-SCRM%20RFI%20Meeting%20SSCA%20508.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Fall_2018/ThuPM2-C-SCRM%20RFI%20Meeting%20SSCA%20508.pdf

